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Foreword by Tom Burke

The OPC Foundation is very honored to endorse this superior book and the excellent
work that the authors have put together. This book provides a solid framework
of understanding about the OPC Foundation specifications and technology from
the beginning of OPC up through and including the most important OPC inter-
operability standard, that being the OPC Unified Architecture.

The authors of this book, I have been pleased to know for many years, clearly
are the architectural and development leaders who have enabled OPC to be so
widely successful. The readers of this book are fortunate to be able to learn from
the experts who actually developed the OPC Foundation Unified Architecture
specifications and technology.

The OPC Unified Architecture was developed by over 30 companies over
approximately 5 years. Complete reference implementations and technology were
developed to validate the specifications and prove the technical feasibility. The
purpose of the OPC Unified Architecture was to enable a platform-independent
interoperability standard for moving data/information between the factory floor
and the enterprise. During the course of the development it was obvious that the
OPC Unified Architecture was well positioned to expand beyond industrial auto-
mation. OPC has expanded into areas of building automation, security, home
automation, power generation, packaging, and petrochemicals. Because of the
highly scalable architecture of OPC UA, it is also well-positioned for deployment
in intelligent embedded devices.

OPC UA is a collaborative effort with other standards organizations as well.
OPC UA is also built on the premise of do not reinvent technology that already
exists. OPC pulls all the pieces together as necessary for true secure reliable inter-
operability.

This book provides you a solid foundation to learn everything you could ever
want to know about developing world-class products for multi-vendor interopera-
bility based on OPC UA.

The OPC Foundation is proud to recognize the achievements and quality work
that the authors have put together in developing and assembling this book. I
encourage you to read this book multiple times and use it as a constant preference
as you develop or use OPC-based products in your respective domain. You as a
reader are very fortunate to have obtained this book.

I encourage you to constantly refer and take advantage of this book for all your
OPC needs.

Tom Burke
President and Executive Director OPC Foundation



Foreword by Jim Luth

More than 5 years in the making, OPC Unified Architecture represents a
revolutionary step forward for vendors wishing to write software that interoperates
with others. A group of dedicated volunteer members of the OPC Foundation con-
tributed countless hours to complete this ambitious endeavor. By combining the
tried and true functionality of the previous generation of OPC Interfaces along
with the latest advances in computer science (e.g., Object Oriented Programming,
Service Oriented Architecture, the Semantic Web, Network Model Databases),
OPC UA represents a generic framework for exposing and consuming data and
metadata of any complexity.

In the mid-nineties, the OPC Foundation published its first Microsoft COM speci-
fication for Data Access (DA) that specified how a server would expose a simple
hierarchical organization of items (tags) that could be read, written, and sub-
scribed to by conformant clients. The Foundation quickly followed up with addi-
tional popular specifications for different types of data, in particular, Alarms &
Events and Historical Data. With the invention of XML Web Services and the
promise of vendor neutral communication, the Foundation created XML-DA, a
platform independent Web Service interface for Data Access with similar func-
tionality as the original COM version. Unfortunately, the performance of the Web
Service version was orders of magnitude slower than the COM version, so XML-
DA could not be viewed as a newer and better replacement for the platform spe-
cific COM version. The OPC Unified Architecture was born out of the desire to
create a true replacement for all of the existing COM-based specifications without
losing any features (or performance) in the process. Here are some of the design
goals of OPC UA:

e Support a wider range of applications that use complex instead of simple data
(MES, ERP, Asset Management...).

e Allow Data Access, Alarms & Events, and Historical data to be exposed using
a single set of generic, data-agnostic Services.

e Allow the nodes in the address space to be connected in hierarchies and non-
hierarchical “meshes.”

e Future-proof the specifications by making them abstract and not dependent on
existing communication technologies.

e Specify concrete data serializations and protocol mappings using accepted internet
standards (Web Services, XML, HTTP, TCP ...)

e Allow rich metadata to be exposed (the same way the data itself is), so that
generic clients can interpret data without a priori knowledge.

All these goals and more have been realized in OPC UA. We now have imple-
mentable specifications, communication stacks, and SDKs in multiple programming
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languages and higher level third-party toolkits. We now invite the rest of the world
to go forth and create software applications that interoperate at the highest possi-
ble semantic levels using OPC UA.

With the reach-for-the-stars design goals and the huge scope of OPC UA, the
specifications, currently comprised of 13 Parts and climbing, while terse, dense,
and exact, are not the easiest way for developers and architects to approach OPC
UA. I like to use the corollary to SQL. There are thousands of software developers
skilled at developing SQL applications, yet most have never read the SQL specifi-
cations. They learned SQL by reading books, studying vendor documentation, tak-
ing classes, etc. This book, written by key authors and contributors to the OPC UA
specification and coding effort, represents the best way to learn and use OPC UA
in your programming and design tasks.

Jim Luth
Technical Director OPC Foundation



Preface

Motivation for This Book

The OPC Foundation provides specifications for data exchange in industrial auto-
mation. There is a long history of COM/DCOM-based specifications, most promi-
nent OPC Data Access (DA), OPC Alarms and Events (A&E), and OPC Historical
Data Access (HDA), which are widely accepted in the industry and implemented
by almost every system targeting industrial automation.

Now the OPC Foundation has released a new generation of OPC specifications
called OPC Unified Architecture (OPC UA). With OPC UA, the OPC Foundation
fulfills a technology shift from the retiring COM/DCOM technology to a service-
oriented architecture providing data in a platform-independent manner via Web
Services or its own optimized TCP-based protocol. OPC UA unifies the previous
specifications into one single address space capable of dealing with current data,
alarms and events and the history of current data as well as the event history. A
remarkable enhancement of OPC UA is the Address Space Model by which ven-
dors can expose a rich and extensible information model using object-oriented
techniques. OPC UA scales well from intelligent devices, controllers, DCS, and
SCADA systems up to MES and ERP systems. It also scales well in its ability to
provide information; on the lower end, a model similar to Classic OPC can be
used, providing only base information, while at the upper end, highly sophisticated
models can be described, providing a large amount of metadata including complex
type hierarchies.

There is a high interest in the advanced modeling capabilities in many domains
and there are already initiatives to standardize information models based on OPC
UA. Examples of these activities are FDI where a common field device descrip-
tion is targeted and common activities with MIMOSA (Maintenance Information —
ERP and above), S95 (Production Information — MES), and PLCopen (Industrial
Control).

The OPC UA specification currently consists of 13 parts and therefore 13
documents, some specifying the base technology and others defining specific in-
formation models. An example is a model describing how to provide process
automation-specific alarm information. All in all, there are over 700 pages of
specification, written to be accurate and complete. The specification primarily de-
fines how to do things and to a lesser extent explains why it was designed that
way. This is the way specifications have to be written to be widely applied by
many developers and to guarantee interoperability between different applications.
As a result, the OPC UA specification is hard to read for someone new to OPC
UA. This is also true of other specifications such as SQL or UML.

With this book, we want to fill this gap and provide an easy to understand intro-
duction to OPC UA. We will not provide the same level of detail as the specifica-
tion, but rather introduce and explain the main concepts of OPC UA. We will give
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X Preface

guidelines that help you in determining the best alternative among different concepts
for your use cases and requirements. We will also target relevant topics that are
not directly addressed in the specification but are needed to apply OPC UA.

Who Should Read This Book?

If you are interested in the OPC Unified Architecture — and that is probably the
reason why you are reading this text — you should read this book. It is written by
the editors of the key parts of the OPC UA specification, and they will explain to
you what is behind the acronym OPC UA.

We had a broad audience in mind when writing this book, including people
with the following tasks:

e Judging whether OPC UA should be applied in their applications (decision
makers)

e Applying OPC UA in their client or server applications (software architects,
engineers, and developers)

e Using applications based on OPC UA (administrators and engineers, e.g., re-
sponsible for configuring a process control system; not end users such as opera-
tors of a process control system).

This book will introduce the communication and information modeling concepts
of OPC UA. It will explain how to define your model and how to access the data.
You will learn how redundancy, security, and more are addressed in OPC UA and
how well it performs compared to Classic OPC. However, you will not find any
code examples. When you implement your OPC UA application, it is expected
that you will use an SDK and you should look into the documentation of such an
SDK for coding examples. This book explains how the mechanisms behind any
OPC UA SDK - the OPC UA Services — work and how to model your informa-
tion in OPC UA. It also explains the information you can expect when accessing
an OPC UA server.

You do not have to be familiar with Classic OPC to read this book. You should
have a basic understanding of object-oriented concepts in order to understand the
information modeling. Some basic knowledge of software architecture is needed
to understand the underlying architecture of OPC UA.

Outline

Chapter 1 gives a short introduction into Classic OPC before starting with the
motivation for OPC UA and giving a short overview of OPC UA.
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The next three chapters focus on information modeling, that is, how data can be
represented using OPC UA. Chapter 2 introduces the modeling concepts. We start
with the fundamental concepts to provide data, and later introduce more sophisti-
cated constructs such as type hierarchies. Chapter 3 introduces a real-life example
of how to model information in OPC UA and then generalizes modeling by ex-
plaining some best practices. Standard information models are introduced in
Chap. 4. Starting by explaining what an information model is and how it can be
specified as well as how OPC UA deals with information models. Continuing, the
base OPC UA information model is introduced followed by more specialized in-
formation model extensions of the OPC UA specification. Finally, we will look at
the current state of additional information model standards provided by other or-
ganizations.

The next two chapters focus on the way how to access the information modeled
in OPC UA. In Chap. 5, the abstract Services are described, which are used to ac-
cess or manipulate data. In Chap. 6, the mapping of those Services to concrete
technology is introduced. It is described how data is serialized, how messages are
secured, and what transport protocol is used.

In Chap. 7, the security considerations of OPC UA are discussed. This includes
the theoretical thoughts behind the security model of OPC UA as well as the prac-
tical implications for developers and administrators of OPC UA applications.

Chapter 8 explains the application architecture of OPC UA. Here, the different
components needed to implement OPC UA are introduced.

In Chap. 9, the system architecture of OPC UA is described. Included are de-
scriptions of how you can deploy and configure OPC UA applications in your sys-
tems, and how to handle redundancy, aggregation of servers, etc.

In the next chapters, we focus on migration of existing applications to OPC
UA. In Chap. 10 we explain how concepts of Classic OPC map to the concepts of
OPC UA. This chapter is especially useful for readers having a deep knowledge of
Classic OPC. Chapter 11 provides strategies of how to migrate your Classic OPC
applications to OPC UA and how components, provided by the OPC Foundation,
can help you in this effort.

OPC UA specifies a large number of features, but not every application will
make use of all of them. OPC UA provides profiles to deal with this fact. Profiles
specify a subset of features a product ensures to support. Applications exchange
these profiles to know what they can expect from the other application. Details on
profiles and how they are organized are described in Chap. 12.

Performance is a critical factor in the scenarios where Classic OPC is typically
used today. In Chap. 13, performance considerations of OPC UA are given. This
includes a comparison of OPC UA performance to Classic OPC.

We close with Chap. 14 where we summarize OPC UA and discuss the com-
plexity of OPC UA, pointing out that it is simple in most cases and explain why
some parts must have some complexity. We also provide an outlook of what we
expect to happen in the near future regarding OPC UA.

In addition, some Appendices provide a quick reference when you need to find
some details of OPC UA.
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