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Laying
the Foundations:
Linux As a LAN Server

Linux shines as a server. As a LAN server, you'll most likely use Linux for the
following:

¢ Accessing the Internet across the LAN
¢ Sharing files

 Sharing printers

* Sending and receiving local e-mail

As a small business intranet server, you can effectively use Linux for the
following:

¢ Hosting a company Web site
¢ Sharing data from a server-based database

Setting up these applications is covered in the next chapter. First, the foun-
dations must be laid. You should start by designing the LAN, taking into account
how, and why, it will be used. Next, you need to connect computers physically,
and you have to install and configure software, both on the server and on the
client machines.

This chapter covers the basics: hardware setup, determining IP addresses, and
setting up DHCP and DNS. (If you need an explanation of these terms, read on—
they’re described in the sections that follow.)

Traditionally, setting up a server, especially a Linux/UNIX server, has been
considered the role of a highly trained system administrator. This book takes the
view that any reasonably computer-literate employee can set up such a server and
can maintain a mixed Linux/Windows LAN for a small firm or workgroup.
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Server setup has been made easier by recent improvements in mouse-driven
LAN configuration tools, which now extend even to domain name servers. Some
configuration, however, still does entail editing certain text files. But text file edit-
ing is no more difficult than word processing, and to make the process easier, you
can download many configuration files from the Linux Leap Web site
(http://www.linuxleap.org).

The system administrator is not left out of the equation. This book presents
enough detail to be useful as a primer for the administrator new to Linux who
desires to understand how it all works, and who may want or need to customize
and enlarge his or her LAN for a growing organization.

where it is not explicitly stated, it is assumed that the user is logged in as

the root user (the system administrator).

g; NOTE This chapter is mostly concerned with configuration issues, and so,
3
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Presentation

Examples aid the learning process by offering practical illustrations to the text.

This and following chapters use both a fictional scenario (inspired by a real

company in Calgary, Alberta, Canada) and real examples from around the world.
Chapter Five is organized into the following lessons:

e Lesson 5-1. Hardware and Addresses
¢ Lesson 5-2. Setting Up a Dynamic Server and Clients

¢ Lesson 5-3. Setting Up a Domain Name Server for the LAN

The Scenario

Development, Ltd., is a small company specializing in project management for
domestic (Canadian) health projects, and Canadian and U.S. funded developing
world health projects. It does not engage in long-term contracts; rather, it concen-
trates on producing project viability studies and management reviews. In short,
it’s a highly specialized firm in a narrow niche market.
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Several years of quiet success have brought Development, Ltd., name recog-
nition, and it suddenly finds itself with much more business than it can handle.
The owner and CEO has long made do with one part-time and seven full-time
employees; she is now faced with adding six new full-time employees and six new
computers.

Currently, she has an elderly NT server functioning as a file server and work-
station, and several older client machines that she upgraded a year ago to
Windows and Office 2000. They are slow, but stable. Her ISP provides her with an
ADSL line, five company mailboxes, and hosting for the company’s Web site.

Windows XP worries her: She foresees expensive hardware upgrades, and she
has a feeling that she’s going to be paying for features her employees neither want
nor need. She understands that if she upgrades her desktops she should probably
upgrade her server, and since she wants to institute an intranet, she’s considering
BackOffice 2000. However, the license is going to cost almost US$4,000 for five
clients and another US$200 for each additional client. She may well need new
hardware on top of that. Finally, she wants local e-mail for all employees, but she’s
run out of the free mailboxes supplied by her ISP

In short, she has a suspicion that she’s locked into a software and hardware
model of rigid and regular upgrades, and solutions that, for a small firm like hers,
are expensive.

Her new office manager (who is keen to make her mark and has recently read
this book) convinces the CEO to try a different approach. Development, Ltd., will
buy a preloaded Linux desktop PC for a new server and six new laptops, all pre-
loaded with Linux, for the new employees. Since all the software needed for an
intranet server and local e-mail solution comes with Linux, and since StarOffice is
downloadable for free, the additional software costs are zero. In addition, the
office manager has assured the CEO that those employees currently with Windows
machines can keep them (should they want to), and that the new Linux desktops
will be compatible.

Figures 5-1 and 5-2 show the present and future setup at Development, Ltd.
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CEO — W DSL Modem
Office Mgr. — W
W Accountant
W — Domestic Dir. Foreign Dir. — W
W — Sr. Consultant Sr. Consultant — W
|
W Consultant
W — Consultant
Figure 5-1. The old setup, before expansion
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CEO

Office Mgr.

Accountant

Domestic Dir.

Sr. Consultant

Consultant

Consultant

Consultant

Consultant
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Consultant

Foreign Dir.

Sr. Consultant
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Figure 5-2. The fruits of success: six new employees, six new computers, and a mixed
Linux/Windows network
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LESSON 5-1.

HARDWARE AND ADDRESSES

This lesson covers hardware connections and computer addresses in a mixed
Linux/Windows LAN.

Hardware Connections

IN BRIEF

1. Install two NICs into the Linux server, one for the incoming Internet con-
nection and the other for the workgroup hub or switch.

2. Connect the Linux and Windows workstations to the hub or switch with
Ethernet cable.

3. Connect a printer (or printers) to either the server or workstations, desig-
nating those machines as printer servers.

4. With increasing numbers of workstations, cascade the hubs or replace
them with a switch.

Figure 5-3 presents a diagram of a simple SOHO Linux/Windows LAN.

EXPLAINED

Ethernet is the universal type of network for everything from the SOHO to the
enterprise. It’s simple to set up, the necessary hardware is inexpensive, and the
result is fast communications between computers.

To set up an Ethernet network, you need

¢ A hub or switch, which acts as the central connection point for all the
computers

¢ Network interface cards (NICs), one connected to every computer

¢ Ethernet cable to connect the computers to the hub(s) or switch
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DSL Modem
cable
NIC Linux
NIC Server
Windows
Workstation
Linux
Workstation
Windows
Workstation
Linux
NIC Workstation

/ J

Shared Printer /

Figure 5-3. Three Linux workstations (one doing double duty as an Internet server,
another as a print server) and two Windows workstations, all tied together with
a hub

Keeping in mind the example in Figure 5-3, let’s start from the outside and
move in. Every small business LAN will be connected to the Internet. There are
several ways to make such a connection, but a likely method is through an ISP-
provided ADSL modem. Service speeds for such lines are now very fast; small
business ADSLs can be capable of up to 4Mbps (this speed represents download-
ing—uploading will be much slower). Standard Ethernet cable would connect the
ISP’s modem or router to the Linux server’s second NIC.

In the example in Figure 5-3, note that the topmost Linux workstation has two
NICs, one of which is connected to the ADSL modem. This workstation acts as an
Internet server to the rest of the LAN, eliminating the need for a router (Chapter
Four contains connection and configuration details for the server’s ADSL line).

Your ISP will probably provide the modem for the incoming Internet line.
However, you'll be responsible for providing all the hardware for the LAN itself.
Before shopping around, it’s a good idea to know exactly what specifications you
should be looking for.
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e Ifpossible, you should buy all the hubs, switches, and NICs from the same
manufacturer, and they should be certified by the manufacturer to work in
both a Linux and Windows environment. This does not mean that you have
to buy expensive hardware—you can find quite inexpensive hardware to fit
this specification.

e The hub or switch. You should buy a 100Mbps (Fast Ethernet) hub or switch.
Hubs are cheaper; switches are faster.

* The NIC. It’s easy to install a network interface card into a computer, but it’s
even easier to buy a computer with one preinstalled at the factory. If you
have to buy a NIC, make sure that it fits into your computer—you should
have a spare PCI slot. Like the hub, the NIC should be 100Mbps. Laptops
will need a PC Ethernet card; there are many available.

* Avoid hardware needing USB ports. Linux has only scrappy support for USB
at this time.

¢ The cabling. Buy standard category 5 twisted pair Ethernet cable. You can
buy this cable either with or without connector jacks attached.

Hubs or Switches?

The difference between a hub and a switch is that the different ports of a hub all
share the same bandwidth, while the different ports of a switch are assigned their
own. What this means practically is that hubs produce slower connections on
heavily loaded networks. What’s worse, the slowdown will not necessarily have a
linear relationship with the amount of traffic; it may get much slower quite sud-
denly, as traffic appears to increase only moderately.

On the other hand, a hub with only a light and occasionally a moderate load,
particularly a 100Mbps hub, can function quite well.

The benefits of a hub over a switch are cost and ease of use. A switch with the
same number of ports and similar basic specifications as a hub from the same
manufacturer will typically cost two to three times as much. And with a hub, you
simply plug in the Ethernet cabling, whereas with many switches there’s a certain
amount of initial configuration.

Both hubs and switches come in a bewildering variety of sizes (number of
ports) and costs. You can find very cheap but perfectly capable hubs with only five
to eight ports for US$50 to US$60. A low-end eight-port switch can be had for
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US$80. Moving up the ladder, you can buy a 24-port hub from a major manufac-
turer for about US$500, while a 24-port switch from the same company will run
about twice as much. All the examples given are for units capable of 100Mbps. You
can mix and cascade switches and hubs (to increase the size of the LAN), although
cascading will slow the LAN down, as well as increase the number of connections.

Linux Compatibility

Fortunately, most major (and many minor) brands and models of NIC and associ-
ated hardware are now Linux compatible. However, if you have any doubts, and
you have trouble finding a company representative, consult the Linux Hardware
Database (you can find a link to it at http://www.1linuxleap.org).

Cabling

Unless you're handy with hand tools and willing to go to some trouble, it’s best to
buy the cable with connectors attached. This means some advance planning: You
need to have a wiring plan before you buy the wire. Ethernet cable can be bought
in many different lengths, and some stores will sell custom lengths and attach the
connectors for you. Note that there is a limit of 100 meters (328 feet) to any single
connection.

Making the Connection

Ideally, the NICs were already in the computers when you loaded Linux. However,
if they weren’t, turn off the machines and install the NICs and the PC Ethernet
cards, if you have laptops. After all the NICs and cards are installed, connect them
with the Ethernet cables to the hub or switch.

If the hardware is Linux compatible, it should be detected automatically dur-
ing a reboot. You can check on this quite simply by using the ifconfig command,
as follows:

1. Open a terminal and type ifconfig.

2. Press Enter.

This should produce a display something like the one shown in Figure 5-4.
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Figure 5-4. The network interface card showing as ethO

On older and less compatible hardware, special steps may be necessary to
enable Linux to detect NICs. Chapter Four presents details on configuring new
hardware in Linux.

Computer (IP) Addresses

IN BRIEF

1. Decide on a domain name for your company LAN and hostnames for
each computer.

2. Decide on arange of IP addresses. An easy and safe method is to double
the maximum expected size of your LAN. One of the standard address
ranges for a LAN starts at 192.168.0.1. Therefore, a range of computer
addresses for a 20-computer LAN expected to grow to a maximum of 40
would be, when doubled, 192.168.0.1 to 192.168.0.80. This allows for a
total of 80 computers on the LAN.

3. Assign each computer on the LAN its own IP address.
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EXPLAINED
Names

Each computer on a LAN needs its own unique name and address. Names are
divided into hostnames and domain names. Each machine has its own hostname,
whereas the entire LAN—and probably the company—will share a domain name.
In addition, the LAN’s domain name will probably be the same as the company’s
Web domain name. This is a straightforward convention that promotes simplicity
and easy configuration.

Some examples of host and domain names include the following:

ceo.dev.org

ibml.dev.org

mariann.dev.org

In all these examples, the domain name is dev.org. The hostname examples

represent three different ways of deriving hostnames: the first by job function; the
second by computer make, model, or number; and the third by the user’s name.

pany Development, Ltd. In fact, such a firm would almost certainly find
that all its most obvious choices have already been taken, and it would be
forced to devise some abbreviation that would be euphonious, easy to
remember; clearly connected to the firm—and available.

gb NOTE The dev.org domain name is an example only, for the fictional com-
4

—

5 ’\

Addresses

People communicate with computers by names, but computers communicate
with themselves via Internet Protocol (IP) addresses. It follows that each com-
puter has both kinds of addresses, which are unique to that machine.

IP addresses are written in groups of four decimal numbers, each number
being in the range of 0 to 255. The four numbers are separated from each other by
dots. Two random examples are

192.168.0.23
142.57.108.143

Special groups of addresses have been reserved for LANs that are not directly
connected to the Internet—as in this case, where each computer is indirectly con-
nected through an Internet server (see Chapter Six). A typical small business
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would use the IP addresses in one of these groups (called a class C private net-
work), which run from 192.168.0.1 to 192.168.255.255.

As an example, in a very small LAN of only five machines, the computer’s IP
addresses could be as follows:

Computer 1 192.168.0.1
Computer 2 192.168.0.2
Computer 3 192.168.0.3
Computer 4 192.168.0.4
Computer 5 192.168.0.5

The addresses need not start at 1—they could just as easily be 24, 25, 26, 27,
and 28. However, it’s a good idea to lay as simple and transparent a network foun-
dation as possible.

The computers on a network share several other addresses, which are mathe-
matically determined by their IP addresses. To give some examples, all the IP
addresses in the range beginning with 192.168.0.X (such as the five previously
listed addresses) would typically share the following other addresses:

Netmask: 255.255.255.0
Network: 192.168.0.0
Broadcast: 192.168.0.255

These are typical addresses for use in a class C private network and are used
in this book.

Server Assigned or Client Assigned Addresses?

Should the server be in charge of handing out names and IP addresses to client
machines, or should each client be in charge of identifying itself?

On a very small LAN, it’s easier if every client identifies itself. In such a case,
every computer on the local network, including the server, usually carries a record
of every other computer’s address. On Linux machines, these records are kept in
the /etc/hosts file; on Windows PCs they’re kept in the Imhosts or hosts file.

As the LAN grows, it becomes more and more work to keep all of these files on
all computers up-to-date. Much of this work can be eliminated by putting the
server in charge of assigning addresses to the clients. This is done by running a
Dynamic Host Configuration Protocol (DHCP) server.

Each method has its advantages and disadvantages, as shown in Table 5-1.
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Table 5-1. Client Assigned versus Server Assigned Addresses

METHOD ADVANTAGES DISADVANTAGES
Client assigned Simplicity. Only hosts or Imhosts  Escalating maintenance. Every
files need to be configured, and  time a new computer is added to

they’re very simple to write. the LAN, configuration files on
There is no complex server the server and any other
configuration. computer it needs to

communicate with must be
updated. As the LAN or LANs
grow, this can become rather

impractical.
Server assigned New computers can be added Initial setup on the server is
at any time with little or no more complex and time
configuration necessary. consuming.

“Guest” computers, for
temporary workers, visiting
consultants, or clients, can
connect immediately and have
Internet access through the LAN.

consultants will set up DHCP as a matter of course, because that is the
method they've found over time to produce the best results with the least
maintenance overhead. It's more flexible, with much less work in the long
haul, and server setup is made easier with the latest GUI setup tools and with the
prewritten configuration files available for download from the Linux Leap Web site.

?) NOTE This book suggests using a server assigned system using DHCP Many
4

The Scenario

Development, Ltd., has decided on dev.org for their domain name. Hostnames are
assigned to each computer based on the place of each employee in the business.

With the latest expansion, the company has 16 computers, and the owner has
no intention of letting the company grow larger than that. But to be on the safe
side, she has chosen a large pool of addresses (considering the size of the com-
pany) to be prepared for any contingency. The company will have 40 IP addresses,
for a class C private network, ranging from 192.168.0.1 to 192.168.0.40.

The server will be given the first address in the range: 192.168.0.1. The
management group follows, starting with the CEO at 192.168.0.2, the domestic
consultants, and finally the foreign consultants.
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Chapter Five
The result will look like Figure 5-5. The method of coming up with computer
hostnames is clear (i.e., the CEO’s computer is ceo.dev.org).
DSL Modem CEO W | Sooden-ore
server.dev.org . mgr.dev.org
192.168.0.1 Office Mgr. 1 W | 102.168.0.3
acct.dev.org
192.168.0.4 Accountant
dd.dev.org L . . . . L
192.168.0.5 W Domestic Dir. Foreign Dir. W
dsc.dev.org L L
192.168.0.6 W Sr. Consultant Sr. Consultant W
dci.dev.org L
192.168.0.5 W Consultant Consultant @
dc2.dev.org L
192.168.0.8 W Consultant Consultant —@
dc3.dev.org
192.168.0.9 @— Consultant Consultant @
dc4.dev.org
192.168.0.10 @ Consultant
dc5.dev.org
192.168.0.11 @ Consultant
Figure 5-5. Hostnames and static IP addresses
Lesson 5-1 Review
This lesson was devoted to hardware and IP addresses. You learned
 The basics of connecting computers into a LAN with Ethernet cable, NICs,
and hubs or switches; the specifications to demand; and purchasing tips
90
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¢ The difference between a hub and a switch, the advantages and disadvan-
tages of both, and some typical price ranges

* The use of the ifconfig command to check whether Linux has detected your
NIC or PC Ethernet card

¢ Methods of deriving host and domain names
e The most common range of IP addresses to use for a small LAN

e The advantages and disadvantages of client assigned and server assigned
addresses

LESSON 5-2.

SETTING UP A DYNAMIC SERVER AND CLIENTS

This lesson shows how to set up a Dynamic Host Configuration Protocol (DHCP)
server that will provide both static and dynamic IP addresses to clients on the net-
work. This is the first, and most fundamental, software configuration job you need
to accomplish to get the LAN up and running. System administrators will recog-
nize this lesson as enabling TCP/IP networking, which is the foundation for all
subsequent network connections.

A DHCP server can be configured to always assign a fixed (static) IP address to
a certain computer, or it can be configured to assign one of several addresses cho-
sen from a pool (dynamic) to any computer that requests one. Dynamically
assigned addresses represent the lowest long-term maintenance solution, but can
be a significant amount of work to set up for Linux client machines permanently
on the LAN (see Appendix B for an explanation and instructions). Therefore, this
book suggests a mixed approach for the small business or workgroup: Each fixed
computer on the LAN is given its own fixed IP address (assigned by the server),
while “guest” computers are assigned addresses from a pool.

This scheme ensures a maximum of stability and intercommunication within
the LAN, while allowing guest computers to log onto the Internet with minimal
client and no server configuration.

This lesson covers server configuration first, and then Linux client and Win-
dows client machines.
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Server Configuration
IN BRIEF

1. Use the Network Configurator tool in GNOME to configure the server’s

hostname, local IP address, and local Ethernet interface.

2. Configure Linux to start the DHCP server upon computer start-up by

checking the dhcpd option in the System Services menu of the Setup tool.

3. Download the dhcpd, dhcpd.conf, and dhcpd.leases files from

http://www.linuxleap.org.

4. Copy the files into their correct directories:

¢ /etc/init.d/dhcpd
¢ /etc/dhcpd.conf
¢ /var/lib/dhcp/dhcpd.leases
5. Ifneeded, edit the dhcpd file to insert the correct Ethernet interface.
6. Determine the MAC addresses of Linux clients with ifconfig, of Windows
98 clients with winipcfg, and of Windows 2000 clients with ipconfig.

7. Edit the dhcpd.conf file, inserting your own client hostnames, MAC

addresses, and IP addresses.

8. Start the server with the “./etc/init.d/dhcpd start” command.
EXPLAINED
Configuring Addresses, Hostnames, and Ethernet Interfaces
Before anything else, you should configure the server’s hostname and IP
addresses, and the local Ethernet interface.

Open the Network Configurator in GNOME by clicking the main menu, navi-
gating to Programs » System » Network Configuration, and entering the root
password if necessary. Click the DNS tab and enter the server’s hostname and
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domain in the appropriate boxes. Enter the domain name alone in the DNS
Search Path box, and finally, add the server’s local IP address in the Primary DNS
text box. The result for the scenario company, Development, Ltd., would look like
Figure 5-6. The DNS section of the Network Configurator writes the
/etc/resolv.conf file for those who want to edit this setting manually.

| Metwork Configuration

Hardware | Devices | Hosts DMS

Hostrarme: |server

Damain: |dev.org

Primary DNS:  [152.168.0.1

Secondary DNS: |

Tettiary DNS: |
DME Search Path

Domain Mame Edit... |
Delete

A Up
S Dovwn

aearch Domain: Ad

7 Help | o Epply ‘ X Close |

Figure 5-6. Server setup in the DNS window of Network Configurator

Now click the Hosts tab. The /etc/hosts file will serve as a backup identifica-
tion for the computer on the network. Clicking the Add and Edit buttons allows
the user to enter the server’s hostname and local IP address. Only two entries
should appears: The server itself and the localhost entry, which is automatic,
always appear and always must appear. Figure 5-7 shows how this would look on
the scenario company’s server.
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| Metwork Configuration

Hardware | Devices ‘ DS |

e 3 You may specify static computer hosthame

]

i

to IP address mappings here. If DMNS is in
use, these settings will take precedence
over any infarmation it may provide.

it |
| ial

.7
)

it

IP Mame Aliages add...

127.0.01 localhost localhostlocaldomai w

Delete

H

? Help | of spply | X Close ‘

Figure 5-7. The Development, Ltd., server’s /etc/hosts file in Network Configurator

Finally, you must configure the local Ethernet interface. On a small business
Linux server, there are likely to be two Ethernet interfaces: one for the local net-
work and one for the connection to the ISP. The interfaces will appear as follows:

eth0 The first interface
ethl The second interface

Click the Devices tab on the Network Configurator. The interface for the local
network should have been configured during installation, but if it wasn't, simply
add or edit the interface by clicking the appropriate button. Clicking the Edit but-
ton brings up the Ethernet Device screen; under the General tab, check the
“Activate device when computer starts” box; under the Protocols tab, select
TCP/IP; and then click the Edit button. In the TCP/IP Settings screen, select the
TCP/IP tab and fill in the information in the Manual IP Address Settings area. This
will be the IP address of the server—192.168.0.1, in the example—the standard
class C subnet mask, 255.255.255.0, and the default gateway address (the same as
the IP address). Figure 5-8 shows the Devices, Protocols, and TCP/IP screens.
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configuration information, contact your Metwork Administrator
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hanual P Address Setting,
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Addrass: [132.168.0.1

Subnet Mask: |255 255 7550

Default Gateway Address: [132.166.0 1

”OK | XCancell

?;‘ & @ n ’ :1 jﬂ ™~ T__. [ ] Et..g N s |;Fﬁ:‘ 02:59 PM | ©

Figure 5-8. Configuring the server’s local Ethernet interface

Make a note of your local Ethernet interface; you'll need it a little later.

Configuring the DHCP Server to Start at Boot-Up

The Services part of the Setup tool configures which services are started when the
computer boots up. As part of the routine to start the DHCP server, Setup places a
start-up file for the server into the /etc/init.d directory. It’s necessary to perform
this step before copying the identically named file from Linux Leap into that
directory; otherwise, the Setup tool will overwrite the file you've just downloaded

and copied.

You can start the Setup tool from the main menu by navigating to Programs »
System » Text Mode Tool Menu. (Note: You need to be logged in as the root user.)
Then open Services by tabbing down to System Services and clicking the Run Tool

button.

An alternative way to start the Service tool within GNOME, if you're running
as the root user, is to click the terminal icon to open a terminal window, type

ntsysv, and then press the Enter key.
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Make sure the dhcpd box is checked (see Figure 5-9). Tab to the OK button,
press the Enter key, and close the terminal window.

Terminal

File Edit Seftings Halp
ntsysv 1,2,24 - {C) 2000-2001 Red Hat, Inc,

| Services |

What services should be automatically started?

Press <F1> for more information on a service.

Figure 5-9. Configuring the server to start DHCP upon booting

Downloading and Copying the Files

Download from the Linux Leap Web site the three files mentioned previously and
copy them to their correct directories on your Linux server:

e /etc/init.d/dhcpd
¢ /etc/dhcpd.conf

¢ /var/lib/dhcp/dhcpd.leases
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Downloading and Copying Linux Leap Files

The simplest method is to download the files to the directory they belong in on
your Linux server. However, that won't be possible if the server’s Internet con-
nection is not yet up and running. It may be necessary to copy the files to the
server from another machine (possibly a Windows machine) via floppy disks.

Windows-formatted floppy disks work fine in Linux. You can copy files to and
from Windows floppies in a Linux terminal using the mcopy command, or you
can drag and drop files using either the GMC or Nautilus file manager in
GNOME.

One thing to remember: When you use floppy disks within GNOME, you should
always unmount the disk before you eject it.

As an example, say you've copied the dhcpd file onto a Windows floppy disk,
and you want to transfer the file to the correct directory on your Linux server.
You would follow these steps:

1. Insert the floppy disk into the Linux computer.

2. In GNOME, click once on the floppy disk icon on the Panel. This mounts
the floppy—the floppy icon will change color and a separate floppy icon
will appear on the desktop, indicating that the disk is mounted. Double-
clicking the desktop icon opens the file manager, which automatically
reads the contents of the floppy disk.

3. Click Tree on the file manager’s left panel, find the /etc/init.d directory,
and use the mouse to drag and copy the file.

4. Close the file manager and click the floppy disk Panel icon once again.
This unmounts the disk.

5. Wait a few moments and then eject the floppy.

Of the three files you download, you may need to edit two. The third file,
dhcpd.leases, starts life as a completely empty file and is automatically configured
by the program itself. The dynamic server, however, won't start unless this file is
present. There are two ways of creating it: You can either download it from the
Linux Leap site, as described previously, and copy it into the correct directory, or
you can simply type, at a terminal, touch /var/lib/dhcp/dhcpd.leases and press
the Enter key. This will automatically create an empty dhcpd.leases file.

97



*461_chO5_FINAL 12/19/01 5:51 PM Page 98 (E

Chapter Five

98

Editing the dhcpd File

The dhcpd file starts the dynamic server when the computer boots up. There is
only one line that you may need to edit. It concerns which Ethernet interface your
local network is attached to.

You should have previously made a note of this interface in the section titled
“Configuring Addresses, Hostnames, and Ethernet Interfaces.” The downloaded
dhcpd file is set by default to eth0. This is the first Ethernet interface, and it’s the
preferred one for the local network.

If, however, you need to edit this setting, open the file with the gedit editor
within GNOME by logging in as root, clicking the Start button, and navigating to
Programs » Applications » gedit.

Within gedit, click the Open icon and navigate to /etc/init.d/dhcpd. The line
you may need to edit is shown in Figure 5-10.

dit: dhcpd
File Edit FPluging Settings Documents Help
4
w0 X @ 5 ¢ W& -
Mews Open Save Close Print Undo Fedo Cut Copy Paste Find Exxit
dhcpd|
L
FETVAL=0 j
prog="dhcpd"
start() {
# Start dasmons.
echo -n &"Starting $prog: "
Haemon /usr/shbinddhepd ethl
RETVAL=%7
echo
[ $RETVAL -eq 0 | &% touch /war/lock/subsys/dhcpd
return $RETVAL
t
stop i) {
# Stop daemons.
echo -n $"Shutting down $prog: "
killproc dhepd
RETVAL=57
echo
I SRPTWAT —an 0 1 28 em _f foac ack feuhsms Sdhend |

Figure 5-10. Editing the local network interface
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Only one small change may need to be made. If your LAN interface is eth1,
instead of etho, change the line:

daemon /usr/sbin/dhcpd etho
to
daemon /usr/sbin/dhcpd eth1

Then save the file and exit the editor.

Determining the MAC Addresses on the LAN

The DHCP server assigns static addresses to computers based on each computer’s
Media Access Control (MAC) address. This is nothing more nor less than the Eth-
ernet card’s unique hardware number. Therefore, the system administrator must
determine each machine’s MAC address. This is quite simple, but it's performed
differently on each OS.

In Linux

Open a terminal and type ifconfig. The numbers on the line that starts with eth0,
and appear after HWaddr, are the MAC address. They are always six pairs of num-
bers or numbers and letters, separated by colons. An example is 00:00:86:37:55:52.
(See Figure 5-4.)

In Windows 2000

Open a command prompt and type ipconfig /all. The MAC address is on the line
marked Physical Address. An example is 00-80-C6-F9-0B-66 (see Figure 5-11).

In Windows 98

Click the Start button, select Run, and enter winipcfg. Look for the Adapter
Address under the correct network interface.
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ommand Prompk
C:~>ipconfig ~all
Windows 28868 IP Configuration
Host Mame . . . . . . . . . . . . dell
Primary DNS Suffix . . . . . . .
Hode Type . . . . . . . Broadcast
IPF Routing Enabled. . . Mo
WINS Proxy Enabled. . . Mo
DNS Suffix Search List. hanifa.net
Ethernet adapter Local Area Connection:
Connection—specific DHS Suffix . hanifa.net
Desecription . . . . . . . . . . . Macronix MXZ98715 Family Fast Etherne
it Adapter (ACPI>
Physical Address. . . . . . . . . : BB-88-C6-F9-BB—66
DHCP Enabled. . . . - . . . - . . ¥
fAiutoconf iguration abled 3
IPF Address. . - - - .168.8.4
Subnet Mask . . . - - . .255.255.8
Default Gateway . .- . .168.8.1
DHCF Server . . - - - .168.8.1
DNS Servers . . a . .168.8.1
Lease Obtained. - - - Wednesday,. Decemher 12, 20081 9:58:41
Lease Expires . - Wednesday, December 12, 2881 11:58:4
Figure 5-11. Finding Ethernet card addresses in Windows 2000 with ipconfig /all:
physical address near middle of screen
Editing the dhcpd.conf File
The main configuration file for the DHCP server is dhcp.conf. It determines the
range of addresses to use and which fixed addresses from the range will be
assigned to which computers.

The file as downloaded from Linux Leap is configured for a range of IP
addresses starting with 192.168.0.1—the server—and going on to 192.168.0.40.
The file has 20 prewritten “host” sections, for computers with static addresses.
The host and domain names, the MAC addresses, and the IP addresses need to be
supplied for each.
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If each of the host sections were used—if the LAN had exactly 20 computers
with fixed addresses—and the administrator followed a rigid system of address
allocation, the result could be as follows:

192.168.0.1 Server

192.168.0.2 to 192.168.0.20 Range of fixed addresses on the LAN

192.168.0.21 to 192.168.0.40 Range available for dynamic addresses

The range of addresses available for dynamic allocation can be expanded to
take advantage of unused addresses in the static range. Thus, in the Development,
Ltd., scenario, with only 16 computers in the firm, 23 addresses from the range of

.17 to .40 could be available for dynamic allocations to guest machines or other
additions to the LAN.

NOTE Of course, you can modify the prewritten /etc/dhcpd.conf file to suit
;{; any range of addresses you like. The IP and other addresses suggested here
’::‘ are typical for a modest class C private network. Note, however, that there
»——>  are strong relationships between IR network, netmask, and broadcast
addresses. Those readers who are interested in learning more may with profit turn to
The Linux Networking HOWTO (http://www.linuxports.com/howto/networking/).

The file can be edited in gedit within GNOME. If the standard IP address
range is acceptable, only the sections in capital letters and capital Xs need to be
edited. (Note: Unused sections should be deleted from the file.) Figure 5-12 shows
an example of the first part of this file, edited to reflect the Development, Ltd.,
scenario. In this example, the company’s domain name has been entered, as well
as the host and domain names of the first three client computers, their MAC
addresses, and their complete IP addresses.
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gedit: dhcpd.conf (modified)

File Edit Plugins Settings Documents  Help

@ @ X G % ¥ B

Mew Open Save Close Print Undo Redo Cut Copy Paste

dhu:pd.u:nnf|

B

# dhcpd. conf

default-lease-time 2592000;
mazc-lease-time Z502000;

# defanlt gateway

option routers 192 168.0.1;

option subnet-mask 255 255 255.0;
option broadcast-address 192,168 0. 255;

option domain-name “dev. orgl;
option domain-name-servers 192, 168.0.1;

subnet 1920168 0.0 netmask 255 255.255.0 {
cange 192.168.0.21 192 168.0.40;
¥

host ceo. dev. org {

hardware ethernet 23:90:56:72:U6: 8M;
fixed-address 192 . 168.0.2;

H

host mgr. dewv. org

hardware ethernet 45:7TW. I7:88:09:79;
fixed-address 192 168.0.3;

H

host acct. dewv. org {
hardware ethernet 46:73:19:83:87:89;
fixed-address 192.168.0.4;

} |

Figure 5-12. Inserting names and MAC and IP addresses in dhcpd.conf

Starting the Server
This is the simplest step of all. Log in at a terminal as root, type /etc/init.d/dhcpd

restart, and press the Enter key. The server should start up, giving you an OK
message.
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TIP It is seldom necessary to reboot a Linux server to start a new or

reconfigured program or service. Scripts to start most services are in the
) letclinit.d directory. You can start, stop, and restart most servers in the

same way as the DHCP server.

Linux Client Configuration

Although much of the following configuration will already have been done during
installation, it’s a good idea to do a postinstallation check and update and correct
settings as necessary.

IN BRIEF

1. From within GNOME, open the Network Configurator, and from within
DNS, enter the client’s hostname, primary DNS, and domain.

2. Within Hosts, enter the server’s IP address and name.

3. Go to Devices » Protocols » TCP/IP and configure the interface to auto-
matically obtain IP address settings with DHCP.

EXPLAINED

You can completely configure a Linux desktop’s network settings from within the
Network Configurator program in GNOME.

Entering the Client’s Hostname, Primary DNS, and Domain

Open the program by clicking Start and navigating to Programs » System »
Network Configuration. Enter the root password if prompted.

Make sure that the client computer’s hostname is entered in the DNS window
(e.g., ceo). Beneath it, next to Domain, enter the LAN’s domain name (e.g.,
dev.org). Enter the server’s IP address next to Primary DNS, and finally, under DNS
Search Path enter the domain name again. This will look very similar to Figure 5-6.
Enter the server’s hostname and IP, and enable DHCP.

Next, under Hosts, enter the local server’s hostname and IP address, using the
Add and Edit buttons as necessary. This will look exactly the same as Figure 5-7.

Finally, under Interfaces, select the Ethernet interface and click the Edit but-
ton to reach the Ethernet Device window. Check the “Activate device when
computer starts” button. Then click the Protocols tab and the Edit button to reach
the TCP/IP window. Check the “Automatically obtain IP address settings with
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DHCP” box. You can leave all other boxes blank. Figure 5-13 shows an example.

Note the difference between this TCP/IP window and the one shown in Figure 5-8
for the server.

| TCR/IP Settings

TCRAP | Hostname | Routing |

You can configure [P address settings for an interface
ﬂ_ automatically if your network supports it. For manual
E‘ configuration information, contact your MNetwaork &dministratar
or Internet Service Provider.

[ Automatically obtain [P address seftings with: | dhcp| hd

fAanual [P Address Settings
Address: I

Suhnet hask: |

Default Gateway Address: I

<:90K | M cancel |

Figure 5-13. Configuring DHCP on the Linux client side

Windows 2000 Client Configuration

Windows 2000 defaults to DHCP, which reduces configuration time in many cases

to near zero. Also, Windows configuration is so familiar to so many users that it’s
covered here only in the “In Brief” section.

Windows 98 is still in common enough use to warrant a separate section.

IN BRIEF

1. Click the Start button and navigate to Settings » Network and Dial-up
Connections.

2. Right-click the Local Area Connection icon and choose Properties from
the pop-up window.

3. Click Internet Protocol (TCP/IP) and the Properties button. Your screen

should now resemble Figure 5-14.
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4. Asin Figure 5-14, check the “Obtain an IP address automatically” and
“Obtain DNS server address automatically” options.

5. Exit by clicking the OK buttons.

6. Click the Start button again and navigate to Settings » Control Panel.

7. Double-click the System icon, choose the Network Identification tab, and

click the Properties button.

8. Type in the computer’s hostname in the Computer Name box and its
domain name in the Workgroup box.

9. Exit again by clicking the OK buttons.

2l Network and Dial-up Connections - |EI ﬁl
J File Edit ‘iew Favorites Tools  Advanced  Help i
J 4= Eack -« = v | ‘Ghsearch [YFolders  {HHistory | ey B S ‘ [Ed-
JAddress I Metwork and Dial-up Connections ﬂ @GU
B 1
] g %

Internet Protocol {TCP/IP} Properties
Make New Local Area

e
Network and Dial- Cennection - Connection General |
up Connections

Lacal Area Connection Properties You can get IP settings assigned automatically if your nebwork supparts
I N k thiz capability. Otherwise, pou need to ask your network, administratar for
Local Area Connection aneral I the appropriate [P settings.

Type: LAN Connection
Status: Enabled

Macronix M¥IET1S Farnily Fast
Ethernet Adapter (ACPT)

Connect using:

I H3 Macroniz M<38715 Family Fast E

Components checked are used by this ¢

Client for Microsoft Metworks
vz File and Printer Sharing for bicn
% Intemet Protocol [TCPAP)

Irstall... Wririgtall

— Description

Tramgmiszian Control Pratocol/nterne
wide area network protocol that proy
acrose diverss interconnected netwo

Macronix Mx957 15 Family Fast Ether

™ Show icor in taskbar when connect

¥ Obtain an |P addiess automatically
— Use the following IP address:

IF address: I . . .
Subret mask: I

[Default gateway, 192 168 . 0 . 1

& Obtain DNS server address automatically

0 Use the following DNS server addresses

Frefemed DN S server: I
Blternate DNS senver I . . .

Advanced |

Cancel |

e

Figure 5-14. Configuring a dynamic address client in Windows 2000
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Windows 98 Client Configuration

IN BRIEF
1. Click the Start button and navigate to Settings » Control Panel.

2. Double-click the Network icon. Select the line that begins with “TCP/IP”
and continues with a description of your Ethernet network card, and click
the Properties button.

3. Check the “Obtain an IP address automatically” option.

4. Exit to the main Network window by clicking the OK button. Choose the
Identification tab and enter the computer’s hostname in the Computer
Name box and its domain name in the Workgroup box.

5. Exit by clicking the OK buttons.

Testing the Connection

At this stage, the client computers can talk to the server only with IP addresses,
not names. To test this fundamental level of networking, use the ping command.
This small program sends a tiny packet of information that asks for an echo, or, in
other words, a return receipt. This is a command line-only program, both in Linux
and Windows, and all it needs is the IP address of the machine you're trying to
ping.

From a terminal in your Linux Server, type ping (IP address of client). As an
example, to test the connection to a client named ceo.dev.org with an IP address
0f 192.168.0.2, you would type ping 192.168.0.2 and press the Enter key.

If successful, ping will produce an apparently endless series of connection
messages. Stop the program by simultaneously holding down the Ctrl and c keys.
If unsuccessful, ping will return a Destination Host Unreachable error message,
which may have to be stopped with the Ctrl+c key combination.

TIP The ping test works exactly the same way in Linux and Windows

clients. In Windows, open a command prompt and enter the ping com-
mand with the IP address of your server.
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Lesson 5-2 Review

This lesson was devoted to setting up a dynamic IP address server and clients. You
learned

* How to configure a Linux DHCP server’s Ethernet interface
e How to configure the server to start at boot-up

* Which files need to be downloaded from Linux Leap and where they need
to be copied

* Why you may need to edit the dhcpd and dhcpd.conf files, and how to
do so

e How to start the server without rebooting

e How to configure a Linux client by entering its server’s name and address,
and how to configure the client for DHCP

¢ How to configure DHCP assigned addresses in both Windows 2000 and
Windows 98

* How to use the ping command to test network connectivity from either
Linux or Windows

LESSON 5-3.

SETTING UP A DOMAIN NAME SYSTEM SERVER FOR THE LAN

Why a domain name system (DNS) server for a small firm’s LAN? Because,
although it is more work up front, it greatly increases the LAN’s flexibility. It
enables maximum communication—including e-mail—between all computers
on the LAN and makes Web and e-mail serving to the Internet very simple to
implement. It also increases LAN stability and reduces maintenance.

What a DNS Server Does

A DNS server resolves computer hostnames to IP addresses (and vice versa).
When any computer on the network tries to get in touch with another computer
by using its hostname, the DNS server matches the name with the IP address, thus
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enabling the communication to take place. The server does not just resolve host-
names on the local LAN: When it’s unable to find a computer locally, it directs
enquiries to “root servers” on the Internet, and it then “caches” the results in
memory, so that when a computer on the LAN needs to resolve the same address
again, the correct IP address comes from the local DNS server. This can greatly
increase response time.

Thus, alocal DNS server acts as a nameserver for the company’s domain on
the LAN. However, this can also extend to the Internet. In order to be registered,
every domain needs two nameservers to match up the domain’s IP address with
its name. Although a firm does not need to host its own nameservers, it does give
the firm more control.

Traditionally, setting up DNS meant a great deal of work with several text con-
figuration files of abstruse design. Fortunately, GNOME’s BIND Configuration
Tool greatly simplifies this job for small firms.

The files to be configured are several “zone” files in /var/named/ and one
general configuration file, /etc/dhcpd.conf. The zone files (all end in “.zone”)
match local computer names with addresses (forward master zones) and
addresses with names (reverse master zones). In addition, one file,
/var/named/named.ca, directs queries that can’t be resolved locally to the
Internet’s root servers.

A small firm’s administrator does not need to touch one of these files with a
text editor. The administrator can configure them all from the BIND Configura-
tion Tool. (“BIND” is an abbreviation for Berkeley Internet Name Domain, the
actual name of the server program.) Usage of this tool will be a mystery to the
uninitiated. Some scanty help is provided in the Red Hat Customization Guide,
which is available on the documentation CD and on the Red Hat Web site.
However, short of a lengthy tutorial, the best way to show how the tool works
is to give an example. The Development, Ltd., scenario will be used.

Configuring a DNS Server for Development, Ltd.
The following operations take place on the scenario company’s Linux server. You

can access the configuration tool by clicking the Start button and navigating to
Programs » System » DNS Configure DNS.
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Configuring the Forward Master Zone for dev.org

To configure the forward master zone for dev.org, click the Add button, check the
Forward Master Zone option, and enter the domain name dev.org.

This procedure creates the forward master zone file for the local domain. To
be of use, every computer on the network must be listed in it. First, however, iden-
tify the LAN’s nameserver by selecting dev.org under Records and clicking the Edit
button.

In the Settings window;, click the Add button and type in the fully qualified
domain name (FQDN)—the hostname plus the domain name—of your server. In
Development, Ltd.’s case, it is server.dev.org. Click the OK button, and enter the
server’s IP address at the bottom of the window—for the scenario, 192.168.0.1
(see Figure 5-15). Click the OK button to return to the main Master Zone window.

| Settings for dev.org
~Mame Servers
server.dey.org
Delete
~Mail Exchangers
kdail Exchanger Priority | Add.. |
Edit... |
Delete
raddress
IP Address (optional): |192.1 £5.0.1| |
<§OK | & Cancel |

Figure 5-15. Setting up dev.org’s nameserver on server.dev.org
Now the tedious part: Each computer has to be entered under Records. Start

by clicking the Add button, selecting Host as the type of record resource, and typ-
ing in the first client machine’s hostname and IP address (see Figure 5-16).
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= Add a record [x]
&dd Recard Resource: Host = |
? Host Name: |cen .dev.org
Address:  [192.166.0.7] |
<:9 oK | & Cancel |
Figure 5-16. Adding a host record—the scenario company’s first client name and
address
You need to add each client computer in this way. When you've finished, the
hostname and IP address of each machine will show up in the Records pane, as
shown in Figure 5-17. Exit this window by clicking the OK button.
=] Iame to IP Trans =]
-haster Zone
Matne |dev.nrg
File Mame: |dev.nrg.znne
Contact: |root@|ncalhnst
Frimary Mame Server (304 |@
Serial Mumber: |1 §et...|
Time Seﬁings...l
-Records
Add.
B acct192165.04 i
B ceo192.168.0.2 Edit...
B oo192.168.0.5
B mor197 1A N3 v gElmel
4;9 ]34 | & Cancel |
Figure 5-17. Each client appearing under Records
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Configuring the Reverse Master Zone for dev.org

Now you must create the reverse master zone file. Go back to the very first win-
dow and click the Add button. This time, choose Reverse Master Zone and enter
the first three sections (octets) of the server’s IP address. For the scenario, the
administrator would enter 192.168.0. Click the OK button.

In the IP to Name Translations window that appears, click the Add button to
add the local nameserver. Simply type in the FQDN of the server—in the scenario,
this is server.dev.org. Note that in this box you must include a period (or “full
stop” for British, Irish, and Indian readers) after the domain name.

Next, you must add every computer on the LAN, including the server, to the
Reverse Address Table, much as you added them earlier. Click the Add button next
to the bottom panel and enter the last “octet” of each machine’s IP address, along
with its FQDN. Note that here, also, a period must be added to the end of the
name.

When you've finished, the window will look something like Figure 5-18.

| IP to Mame Tra

Rewverse hMaster Zone

IP Address: [192.166.0
Reverse IP Address: 0.166.192.in-addr.arpa
File Mame: |I:|.158.192.in—addr.arpa.znns

Frimary Mame Server (SOA): |@

Time Settings...

MName Servers

Edit.
Delete
Reverse &ddress Table—
address Host or Damain: | Add. |

192 165.0.1 se . Edit
192168.0.2 ceo.dev.ory.

T32168.0.3 mgr.dev.orgy. »| Delete

<:90K ‘ & Cancel

Figure 5-18. The IP to Name Translations window for the scenario. Each machine
on the LAN appears in the Reverse Address Table.
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Closing the configuration tool by clicking the X in the upper right-hand
corner will automatically write all the configuration files to disk.

Client Configuration

The client configuration for DNS is very simple, and it’s covered in this section in
brief for all three types of client in the scenario.

Linux Clients

IN BRIEF
1. Using the Network Configurator tool, make sure that in the DNS window
the local server’s IP address is entered in the Primary DNS box and the

domain name is entered under DNS Search Path.

2. In the Hosts window, make sure that the server’s hostname and IP
address are entered.

Windows 2000 Clients

IN BRIEF

1. Click the Start button and navigate to Settings » Network and Dial-up
Connections.

2. Right-click Local Area Connection and choose Properties.
3. Select Internet Protocol and click the Properties button.

4. Check the Use the Following DNS Server Addresses option, and enter the
local server’s IP address.
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Windows 98 Clients

IN BRIEF
1. Click the Start button and navigate to Settings » Control Panel.
2. Double-click the Network icon.

3. Under the DNS Configuration tab, check Enable and enter the client
machine’s hostname and domain.

4. Inthe same screen, add the local server’s IP address under DNS Server
Search Order (see Figure 5-19).

TCPAIP Properties

192.166.0.1 Remave

Figure 5-19. Configuring DNS in Windows 98
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Starting DNS

You should configure BIND to start at system boot. To do so, start the Setup tool at
a terminal and enter the System Services section. Check the “named” entry. To
restart BIND at any time, type /etc/init.d/named restart.

Testing the Connection

With DNS working, all the computers should be able to resolve each other’s
names into IP addresses and vice versa. To test this, use the same program you
used in the previous lesson, the ping program, but try it using the hostnames of
the computers on the LAN.

For instance, from a terminal in your Linux server, type ping (hostname of
client). As an example, to test the connection to a client named ceo.dev.org, you
would type ping ceo and press the Enter key.

This procedure should work from and to any machine on the LAN, including
Linux to Windows and Windows to Linux.

Lesson 5-3 Review
This lesson was devoted to setting up BIND, the domain name server. You learned
e What a name resolver is, and why it needs to be used

* How to use the BIND Configuration Tool to configure the forward and
reverse master zone files

¢ Client configuration for DNS
¢ How to configure the BIND program to start at system boot-up

e How to restart and test DNS
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What’s to Come

The next chapter of the book builds on the foundation presented in this chapter.
Topics covered are

e Setting up an Internet server for the LAN
e Setting up a file server

¢ Setting up a print server

* Setting up alocal e-mail server

e Setting up a local Web and database server
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